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SECUREDESK-Mail (Encryption) - Policy based Encryption Service

SECUREDESK-Mail ~ (Encryption) - Email is vital in business communication. Companies are
dependent on email to communicate with customers and employees on a daily basis.
This communication often contains sensitive information - intellectual property,
financial figures, medical records, or other data - that is subject to regulatory

compliance requirements.

Why encrypt?

Over the next year or so we will start seeing new legislation
requiring email encryption, but even now:

o The UK Data Protection Act insists that companies
protect personal data, use it only for its intended
purpose, keep it accurate and comply with several
other data protection principles. Violators are subject to
prosecution.

What is SECUREDESK-Mail (Encryption)?

Email Encryption is no longer a luxury — it is a critical part of a
comprehensive security strategy.

The SECUREDESK-Mail Encryption Service helps businesses
meet legal, compliance and regulatory standards by
automatically encrypting email messages based on company
email policy. This policy based encryption service expands data
loss prevention capabilities and improves the secure handling of
confidential company data.

Customizable encryption policies allow automatic email encryption
based on existing administration rules. Users can also encrypt
communications on an as-needed basis. Messages are sent
securely even if the recipient does not have encryption capabilities,
eliminating the need for users to manage encryption keys.

How SECUREDESK-Mail (Encryption) works.

1. Email messages tagged for encryption are delivered to
the SECUREDESK-Mail Server datacenter via a secure
SSL/TLS channel.

2. Messages are scanned according to email filtering rules
and the policies that define encryption then deliver the
encrypted emails either directly to the recipients email
inbox (if they have a Zix client installed) or store them
centrally for access via a secure web portal and sends to
the recipient an email requesting that they log onto the
secure web portal. No hardware or software is required
by sender or recipient.

3. Once the recipient has logged onto the secure web
portal, they can view the original message, reply to the
sender and even create new messages securely.
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SECUREDESK-Mail (Encryption) Service

Secure email > Easily encrypt confidential communications
communications between with important business partners and

. customers
customers, clients, and » No additional hardware, software, or
partners encryption keys required
Integration with » Set custom policies to trigger automatic

encryption of messages

Content Scannin
9 » Integration with content dictionaries to

Engine expand data loss prevention capabilities
> Meet legal, compliance and regulatory
requirements around data security
Easy to deploy, use and » SaaS based solution that is easy to use for
manage senders, recipients and administrators. No
encryption key management is required.
Why SECUREDESK?

SECUREDESK is a specialist company founded in 2003 to deliver innovative security solutions to businesses. We source the best-of-
breed award winning technology from around the world and tailor into SaaS solutions specifically designed to protect the Small to
Medium Enterprise.

CONFIDENCE IN COMPUTING
SECUREDESK Limited

T>01844 261750 - F>01844 261751 - W > www.securedesk.com
Reg. Office > 67 Park Street, Thame, Oxon, OX9 3HT. Reg. in Eng. No. > 4921387 - VAT Number> 924 6049 24




